Nyayavimarsha (e-1 SSN: 3048-5134), Val-I1, I ssue 2 (July-Dec) 17" Nov 2025, published at
https.//nyayavimarsha.com/detail /i nternet-shutdowns-i n-indi a-legal -framework ,-congti tuti onal -chall enges,-and-
the-case-of -leh-ladakh-2025 pages: 75 to 90 Title: “Internet Shutdownsin I ndia: Legal Framework,
Constitutional Challenges, and the Case of L eh—L adakh (2025)”, Authored By: (1) Mrithunjai Sakthi Ram
(2) Irfan Ahamed; Final Year B.A.,LL.B., (Hons), Sagtra Deemed Univerdty, Tanjore, Tamil Nadu Email Id:

E 3

i

NYAYAVIMARSHA

Citethisarticleas:

Nyayavimarsha (e-1 SSN: 3048-5134), Vol-11, | ssue 2 (July-Dec) 17" Nov 2025, published at
https.//nyayavi marsha.com/detail /i nternet-shutdowns-in-i ndi a-legal -framework ,-consti tuti onal -
challenges,-and-the-case-of-leh-ladakh-2025 pages. 75 to 90 Title: “Internet Shutdownsin I ndia:
L egal Framework, Constitutional Challenges, and the Case of L eh—L adakh (2025)”, Authored
By: (1) Mrithunja Sakthi Ram (2) Irfan Ahamed; Final Year B.A.,LL.B., (Hons), Sastra Deemed
University, Tanjore, Tamil Nadu

WWW.NYAYAVIMARSHA.COM ALL RIGHTS ARE RESERVED WITH NYAYAVIMARSHA. 75 | Page



http://www.nyayavimarsha.com/
https://nyayavimarsha.com/detail/internet-shutdowns-in-india-legal-framework,-constitutional-challenges,-and-the-case-of-leh–ladakh-2025
https://nyayavimarsha.com/detail/internet-shutdowns-in-india-legal-framework,-constitutional-challenges,-and-the-case-of-leh–ladakh-2025
https://nyayavimarsha.com/detail/internet-shutdowns-in-india-legal-framework,-constitutional-challenges,-and-the-case-of-leh–ladakh-2025
https://nyayavimarsha.com/detail/internet-shutdowns-in-india-legal-framework,-constitutional-challenges,-and-the-case-of-leh–ladakh-2025

Nyayavimarsha (e-1 SSN: 3048-5134), Val-I1, I ssue 2 (July-Dec) 17" Nov 2025, published at
https.//nyayavimarsha.com/detail /i nternet-shutdowns-in-i ndia-legal -framework ,-congtituti onal -chall enges,-and-
the-case-of -1 eh-ladakh-2025 pages. 75 to 90 Title: “Internet Shutdownsin India: Legal Framework,
Constitutional Challenges, and the Case of L eh—L adakh (2025)”, Authored By: (1) Mrithunjai Sakthi Ram
(2) Irfan Ahamed; Final Year B.A.,LL.B., (Hons), Sagtra Deemed Univerdty, Tanjore, Tamil Nadu Email Id:

Publisher Details Are Available At:

https://nyayavimarsha.com/journal

Editorial Board Members Details Are Available At

https://nyayavimarsha.com/editorial

| Copyright © 2023 By Nyayavimarshal |

All Copyrights are reserved with the Authors. But, however, the Authors have granted to the Journal
(Nyayavimarsha Journal), an irrevocable, non-exclusive, royalty-free and transferable license to publish,
reproduce, store, transmit, display and distribute it in the Journal or books or in any form and all other
media, retrieval systems and other formats now or hereafter known.

No part of this publication may be reproduced, distributed, or transmitted in any form or by any means,
including photocopying, recording, or other electronic or mechanical methods, without the prior written
permission of the publisher, except in the case of brief quotations embodied in critical reviews and
certain other non-commercial uses permitted by copyright law.

For permission requests, write to the publisher, subject of the email must be “Permission Required” at
the email addresses given below.

Email: ceo@nyayavimarsha.com or shailendar@nyayavimarsha.com

Phone: +91-9159111938

Website: https://nyayavimarsha.com/

Contact Timings: 7:00 PM to 9:00 PM.

WWW.NYAYAVIMARSHA.COM ALL RIGHTS ARE RESERVED WITH NYAYAVIMARSHA. 76 | Page



http://www.nyayavimarsha.com/
https://nyayavimarsha.com/detail/internet-shutdowns-in-india-legal-framework,-constitutional-challenges,-and-the-case-of-leh–ladakh-2025
https://nyayavimarsha.com/detail/internet-shutdowns-in-india-legal-framework,-constitutional-challenges,-and-the-case-of-leh–ladakh-2025
https://nyayavimarsha.com/journal
https://nyayavimarsha.com/editorial
mailto:ceo@nyayavimarsha.com
mailto:shailendar@nyayavimarsha.com
https://nyayavimarsha.com/

Nyayavimarsha (e-1 SSN: 3048-5134), Val-I1, I ssue 2 (July-Dec) 17" Nov 2025, published at
https.//nyayavimarsha.com/detail /i nternet-shutdowns-in-i ndia-legal -framework ,-congtituti onal -chall enges,-and-
the-case-of -1 eh-ladakh-2025 pages. 75 to 90 Title: “Internet Shutdownsin India: Legal Framework,
Constitutional Challenges, and the Case of L eh—L adakh (2025)”, Authored By: (1) Mrithunjai Sakthi Ram
(2) Irfan Ahamed; Final Year B.A.,LL.B., (Hons), Sagtra Deemed Univerdty, Tanjore, Tamil Nadu Email Id:

DISCLAIMER:

Nyayavimarsha and Its Editorial Board Members do not guarantee that the material published in it is 100
percent reliable. You can rely upon it at your own risk. But, however, the Journal and Its Editorial Board
Members have taken the proper steps to provide the readers with relevant material. Proper footnotes &
references have been given to avoid any copyright or plagiarism issue. Articles published in Volume 1 & Issue 1
are the original work of the authors.

Views or Opinions or Suggestions (if any), expressed or published in the Journal are the personal point of views
of the Author(s) or Contributor(s) and the Journal & Its Editorial Board Members are not liable for the same.

While every effort has been made to avoid any mistake or omission, this publication is published online on the
condition and understanding that the publisher shall not be liable in any manner to any person by reason of
any mistake or omission in this publication or for any action taken or omitted to be taken or advice rendered
or accepted on the basis of this work.

All disputes subject to the exclusive jurisdiction of Courts, Tribunals and Forums at Tamil Nadu only.

WWW.NYAYAVIMARSHA.COM ALL RIGHTS ARE RESERVED WITH NYAYAVIMARSHA. 77 | Page



http://www.nyayavimarsha.com/
https://nyayavimarsha.com/detail/internet-shutdowns-in-india-legal-framework,-constitutional-challenges,-and-the-case-of-leh–ladakh-2025
https://nyayavimarsha.com/detail/internet-shutdowns-in-india-legal-framework,-constitutional-challenges,-and-the-case-of-leh–ladakh-2025

Nyayavimarsha (e-1 SSN: 3048-5134), Val-I1, I ssue 2 (July-Dec) 17" Nov 2025, published at
https.//nyayavimarsha.com/detail /i nternet-shutdowns-in-i ndia-legal -framework ,-congtituti onal -chall enges,-and-
the-case-of -1 eh-ladakh-2025 pages. 75 to 90 Title: “Internet Shutdownsin India: Legal Framework,
Constitutional Challenges, and the Case of L eh—L adakh (2025)”, Authored By: (1) Mrithunjai Sakthi Ram
(2) Irfan Ahamed; Final Year B.A.,LL.B., (Hons), Sagtra Deemed Univerdty, Tanjore, Tamil Nadu Email Id:

Internet Shutdowns in India: Legal Framework, Constitutional Challenges, and the
Case of Leh-L adakh (2025)

Introduction. In recent years India has witnessed an unprecedented proliferation of
government-ordered internet shutdowns — the intentional disabling or disruption of Internet
access in whole regions or nationwide. Once a nove exception, shutdowns have become a
routine tool for police and political authoritiesto curtail communication during riots, protests,
or “crisis” situations. India now leads the world in the absolute number of shutdowns?. This
trend starkly contrasts India’s democratic commitments, including congtitutional guarantees
of free speech (Art. 19(1)(a)) and life and liberty (Art. 21). Thisarticle traces the evolution of
India’s shutdown regime from its roots to the recent Leh—Ladakh episode of 2025, identifying
gapsin the statutory framework, analyzing key Supreme Court rulings, comparing Indian law
to international norms, and assessing the constitutional implications. It concludes with
proposed reforms to constrain executive discretion and ensure accountability, transparency,
and strict necessity in any future shutdown.

Historical Development of Shutdowns in India (1990s-2025). The practice of interrupting
internet or telecom services in India has expanded dramatically since the 2010s. In the late
1990s, the Internet was nascent in India and formal censorship powers began with the
Information Technology Act of 2000 (enacted in 2008), which created a regime for blocking
specific online content. The first recorded state-ordered shutdowns of Internet services in
India came much later. According to one media report, India firs imposed regiona
shutdowns “six times in 201272 By then, sporadic outages had been ordered by sate
governments (often under Section 144 of the Criminal Procedure Code) in insurgency-hit or
communal-violence districts. But from 2012 onward the tactic accelerated. By 2014-2016,
human rights researchers counted roughly 37 shutdowns across 11 states in two years3. These
early shut-offs were often justified on public-order grounds — for example, to curb
examination mal practices (asin some Rajasthan school -district shutdowns) or to prevent riots
(asin parts of Assam and Manipur) — and typically lasted a few days.

The late 2010s saw a dramatic surge. By 2018, experts were sounding the alarm that India
had become the “world’s undisputed leader” in shutdowns*. One analysis noted that in 2018
India al one accounted for 134 of the 196 reported global outages . Since 2018 India has shut
off the Internet far more often than any other country. According to Human Rights Watch,
Indialed the world again in 2022, with 84 shutdowns out of 187 globally. Indeed, in each of
five consecutive years (2018-2022) India registered the largest number of shutdowns of any
country.

Several long-term conflicts have driven much of this. In the disputed Jammu & Kashmir (and
snce 2019, the Union Territories of Jammu & Kashmir and Ladakh), shutdowns became
almost routine in the mid-2010s as the state government and security forces responded to

1 Safi, M. (2019, December 19). India’s internet curbs are part of growing global trend. The Guardian.
2 See supra note 1
3 Gupta, A., & Chima, R. J. S. (2016, October 25). The cost of internet shutdowns. The I ndian Express.
4 See supra note 1
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insurgency-related unrest. The longest ever democratic shutdown occurred there: after the
Indian government revoked Jammu & Kashmir’s special status in August 2019, it imposed a
complete communications blackout in the region. All landlines, mobile and wired Internet
were suspended, ostensibly to “prevent protests”. Even as some services were restored
gradually, 4G mobile Internet remained cut off for over 500 days. This one shutdown alone
drew international outcry, as UN Special Rapporteurs condemned it as “inconsistent with the
norms of necessity and proportionality”.

Outside Kashmir, sporadic blocks have multiplied. For instance, by 2016 dozens of short
shutdowns were being ordered in stateslike Uttar Pradesh, Rajasthan, Haryana, Manipur and
Arunachal Pradesh for reasons ranging from communal disturbances to cheating on school
exams®. Many were localized mobile-Internet suspensions of a few days’ duration. The
government defended these as tools to prevent rumor-mongering or crime (then-Minister
Jaishankar described an “internet cut” as justified if it saves lives®. Critics countered that
these became indiscriminate and disruptive: rural communities |ost access to banking, health
information and welfare (the Social Security and food-ration schemes require online
authentication), and even laborersin public works schemes went unpaid when net was down’.
As one NREGA supervisor in Rajasthan lamented, “last month we worked 15 days but got
paid for 12 days because the internet did not work™.

By the early 2020s the pattern was unmistakable: shutdowns were India’s first-response
“policy tool” for unrest. In Manipur (2023), Punjab (2023) and elsewhere, state governments
repeatedly pulled the plug on mobile Internet to quell protests or track suspects. Even
peaceful large-scale protests in De hi and Bangal ore drew shutdowns. By September 2025, as
explored below, an additional shutdown was imposed in Leh-Ladakh after violent street
clashes. The phenomenon now poses a pressing legal problem: India’s laws governing digital
communications have not kept pace with this practice. The next parts examine that legal
framework, the judiciary’s response, and how India’s approach compares to international
norms. Legal and Regulatory Framework. The Indian government’s authority to disrupt
communications has derived from overlapping statutes: chiefly the Indian Telegraph Act of
1885 (now revamped in the Telecom Act 2023) and the Information Technology Act of 2000.
These regimes have very different scopes. Broadly speaking, website/content blocking is
handled under the IT Act’s Section 69A, whereas full-network shutdowns have rested on the
telecommunication laws (under erstwhile Section 5(2) of the Teegraph Act and, snce late
2024, the new Temporary Suspenson Rulesunder the Telecom Act).

5 See supra note 3
6 Bajoria, J. (2023). “No internet means no work, no pay, no food.” In Human Rights Watch.

7 See supra note 3
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Section 69A (IT Act) vs. Suspension Rules (Telegraph/Telecom Act). Section 69A of the
IT Act empowers the central government to direct “intermediaries” (social media or hosting
platforms) to block access to “information” published online, provided certain conditions are
met and prescribed procedures followed (a designated officer must make a blocking order,
which then can be reviewed by a tribunal). Critically, Section 69A’s reach is limited to
specific content (URLs, websites, or online data) deemed a threat to “national security,”
“public order,” incitement to crime, etc®. In effect, it is a targeted censorship power. As one
commentator notes, Section 69A gives the government “a proportional, limited power” to
block individual websites or content on enumerated grounds. Indeed, this provison (added in
2008) was hailed as creating an orderly mechanism: it defines the scope of what may be
blocked and requires conditions and an appellate oversight procedure.

By contrast, the Telegraph Act’s Section 5(2) — now embodied in Section 20(2)(b) of the
Tedecom Act 2023 — authorizes the government to “interfere with” the transmission of
messages for reasons of sovereignty, public safety, etc. This authority was historically
unbounded in duration or scope. As legal scholars observed, Section 5(2) was a blunt
insrument originally used to justify anything from telephone tapping to wide-area
shutdowns, and critically it “lacks [any] defined procedure when it comes to internet
shutdowns”. °In fact, the Supreme Court had warned as early as 1997 that Section 5(2)
without procedural safeguards would violate due process. For many years, emergencies or
protests saw police invoke either S.5(2) telegraph orders or even Section 144 CrPC to order
broad communciations curbs in entire regions (sometimes bypassng official publication
requirements altogether).

It was only recently that a formal procedure was laid out for full-network suspensions. In
2017, the central government notified the Temporary Suspension of Telecom Services (Public
Emergency or Public Safety) Rules, under the Telegraph Act. These Rules — now superseded
by the analogous Temporary Suspension of Telecommunication Services Rules, 2024 under
the new Telecom Act — explicitly allow the Union or State Home Secretary (or an authorized
officer) to order all telecom services (mobile, internet, messaging) to be suspended in a
specified area, but only if necessary to address a public emergency or public safety threat, or
matters of sovereignty and integrity. In short, suspension orders under the Telegraph/Telecom
law can shut down networks in bulk, as opposed to just blocking particular sites under
Section 69A. Notably, these suspension rules require that any such order be made in writing,
specify the geographic area and duration, record reasons, and be submitted to a review
committee (composed of senior bureaucrats and judicial members). 1°These formalities echo
the calls of the courts (below) for stricter adherence to procedure.

Thus, the digtinction is clear: Section 69A ITA permits only piecemeal censorship of content
by intermediaries, whereas the Telegraph/Telecom suspension rules permit broad shutdown
of infragtructure by executive decree!!. Each hasits own criteria and safeguards (or lack

8 Southey, A. (2023, April 13). The Online Regulation Series | India.
9 See supra note 1

10 Walia, H., Chandan, A., Chandra, S., & Goel, K. (2024, October 14). ERGO analysing developments i mpacting business:
Government publi shes rules for temporary suspension of tele. . .

11 See supra note 8
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thereof). In practice, most of the large-scal e shutdowns of the past decade have been ordered
under the telecommunications rules, not under Section 69A. (The IT Act has been used
mainly for blocking webstes or social-media accounts, not for cutting entire networks.)

Section 69A of the IT Act. As background, Section 69A was introduced in 2008 (an
amendment to the IT Act) and came into effect in 2011. It empowers a designated
“authorized officer” to direct any “intermediary” (as defined in the Act) to block for alimited
period any resource or website hosted within or outsde India, on grounds such as
sovereignty, integrity, defence, security of date, friendly relations, public order, or
incitement. Blocking orders under Section 69A must follow detailed procedura rules (the
Intermediary Guiddines) and can be reviewed by a specially empowered tribunal or High
Court. For example, in practice the Government has used Section 69A to order platforms to
disable individual URLSs containing pornographic or “secessionist” content. Section 69A has a
narrow focus: it targets particular content on Internet platforms.

Thus Section 69A cannot be used to shut off all connectivity. It does not allow the police to
suspend mobile service or censor entire social media. As an oft-cited sudy notes, the IT Act
“provides for a proportional, limited power ... to issue individual web content blocking
orders when certain grounds are met”. And indeed, since Shreya Singhal v. UOI (2015) the
Supreme Court has treated Internet access as a congtitutional dimension of free speech: one
commentator notes that Shreya Singhal “recognized the Internet as an essential medium to
further the right to freedom of speech and expression”. (Similarly, Anuradha Bhasin below
stressed that access to Internet isa part of constitutional free speech.) In sum, the Section 69A
power — while broad enough to target any online information deemed dangerous — is far
narrower in compass than the network suspens on power under tel ecommunication laws.

Telegraph/Telecom Suspension Rules. In contrast to Section 69A’s focus on specific content,
the telecommunication regime can impose massive, non-content-based shutdowns. Until
2019, governments often invoked Section 5(2) of the Telegraph Act (1885) which gave
amogt carte blanche authority to dissupt communications. However, that law originally
contained no express time-limits or transparency obligations, and courts had inssted on
judicially-prescribed rules. In 2017, Parliament empowered the executive to frame rules for
suspension of telecom services. The Temporary Suspension of Telecom Services (Public
Emergency or Public Safety) Rules, 2017 (under the Telegraph Act) were promulgated for
this purpose. These required that any shutdown order be for a specific area and time, be in
writing with reasons, and be reviewed by committees headed by senior officials and a High
Court judge. In 2024, these were replaced by a nearly identical set of rules under the new
Tdecommunications Act, 2023. The proposed 2024 Rules retain key safeguards. orders must
specify the geographic scope and a duration (capped at 15 days, renewable with review), and
must be published with stated reasons®. A review committee (with independent members)
must examine each order. The stated intent isto prevent arbitrary, open-ended shutdowns.

Y et even under the new rules the state wields immense power. The Union Home Secretary
(or State Home Secretary) can issue a shutdown on finding a “public emergency” or “public

12 See supra note 10
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safety” need!®. The terms are broad. In practice, recent shutdown orders have cited
“unavoidable circumstances” and the need to “avert public emergency and prevent
incitement”. As will be discussed, courts have mandated that such orders must also satisfy
Article 19(2)’s test of “reasonable restriction” (necessity and proportionality). Without
judicial check, however, the suspension rules risk being rubber -stamped in the name of vague
security.

In summary, the legal framework for Indian shutdowns is fragmented and ad hoc. Content
censorship (69A) and network suspension (Tele Rules) originate in different statutes with
different procedures, and neither was originally designed with modern internet shutdowns in
mind. Section 69A explicitly empowers only targeted content bans, the suspenson rules
allow blanket cuts for broad reasons. Crucialy, no single law explicitly enshrines the
principles of necessity, proportionality, and minimality that the courts would later impose,
nor any independent oversight mechanism beyond the internal review committees. This gap
in the gtatutory scheme—lack of an explicit, transparent regime of safeguards—is the central
research problem. To address it, one must consder how the judiciary has sraitjacketed the
executive’s powers and how Indian norms measure against international standards.

Supreme Court Jurisprudence: Anuradha Bhasin and Foundation for Media Professionals.
Given the legislative void, India’s Supreme Court has begun to fill the breach through
interpretation of fundamental rights. Two landmark cases — Anuradha Bhasin v. Union of
India (2020) and Foundation for Media Professionals v. Union Territory of Jammu &
Kashmir (2020) — have established baseline standards for any shutdown.

In Anuradha Bhasin v. Union of India’, a group of Kashmiri journalists challenged the 2019
communication blackout in Jammu & Kashmir'#. On January 10, 2020 the Court delivered a
seminal judgment. It held that freedom of speech and expression under Article 19(1)(a) of the
Condtitution includes the right to access and impart information via the Internet. The Court
therefore insisted that the government could not indefinitely suspend Internet services merely
by executive fiat. Any communication shutdown, it ruled, must be subjected to the “test of
proportionality” under Article 19(2) — i.e. the restrictions must be reasonable, necessary, and
proportionate to a valid state interest!®. Specifically, the Court declared that a blanket,
indefinite suspension of mobile internet was impermissible. Under the then-applicable 2017
sugpension rules, orders could be “temporary” only, and the duration had to be limited to
what was strictly needed. The Court stressed that each shutdown order must ate its precise
grounds and be published, so that those affected can challenge it in court. In effect, Bhasin
laid down that shutdown orders must be “lawful, necessary and proportionate” and limited in
time, echoing tests for other free-speech restrictions'®. The Court also clarified that Article 19
protections were not suspended even during the Jammu & Kashmir emergency; free speech
rightsremain alive and judicially enforceable.

13 India, S. (2025, May 6). Unlawful expansion of internet shutdown powersin India. Internet Society Pulse.

14 Anuradha Bhasin Judgment on internet shutdown. (n.d.). Drishti Judiciary.
15 Access Now, Association for Progressive Communications (APC), & Internet Freedom Foundation (IFF). (2021).
16 See supra note 14
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Foundation for Media Professionals v. Union Territory of J&K (often called the “4G
judgment”) followed a few months later (May 2020). Here petitioners challenged the refusal
to restore 4G mobile Internet in J& K during the COVID-19 lockdown, arguing the continuing
2G-only regime violated rights to health, education, and information. The Supreme Court
acknowledged that livelihoods, health care, and education were adversely impacted by poor
internet speeds, and that “modern terrorism heavily relies on the internet”. *’Yet the Court
ultimately upheld the state’s order, noting that “national security concerns” and the
prevention of fake news had to be balanced against fundamental rights. The Court reiterated
Bhasin’s proportionality approach: any shutdown must be confined to only what is absolutely
necessary. It faulted the J&K government for issuing a “blanket order” affecting the entire
region rather than tailoring restrictions to specific high-risk areas'®. In particular, the Court
observed that “the degree of restriction and the scope of the same, both territorially and
temporally, must stand in relation to what is actually necessary to combat an emergent
situation”. It held that the government must justify why 4G was not needed anywhere in the
territory, a showing J&K had failed to make in record. Importantly, FMP affirmed that
shutdown orders are subject to judicial review (contrary to government assertions that
security was “beyond the purview” of courts).

Both cases thus impose rigorous congraints on the exercise of shutdown powers. From
Bhasin derives the core principle that unrestricted, indefinite shutdowns violate free speech;
from FMP comes a drict necessty/proportionality mandate. Together, they enshrine the
requirements that any communications blackout must have clear legal authorization, be
grounded in concrete facts, be drictly time-limited, and be reviewed. The rule of law
demands that no one’s net access be cut off except by law for compelling reasons — a result
echoed in both domestic courts and international bodies.

One further notable Supreme Court case should be mentioned for context. In People’s Union
for Civil Liberties v.. Union of India (1997) the Court addressed telephone-tapping and
pointed out that Section 5(2) of the Telegraph Act (on which later shutdown rules are based)
was uncongtitutional in the absence of procedural safeguards. That judgment (and related
telegraph jurisprudence) underpins much of the modern critique: until 2017, Indian law
effectively permitted telephones and internet to be shut down by executive fiat, which the
courts warned could violate liberty without legislative curbs. Thus, even before the Bhasin
era, judges had struck down overly vague surveillance powers, setting the stage for more
expansve free-speech rightsin the digital age.

17 Columbia Global Freedom of Expression. (2023, November 10). Foundation for Media Professionals v. Union Territory
of Jammu and Kashmir & Anr. - Global Freedom of Express on. Global Freedom of Expression.

18 See supra note 17
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International Standards on Internet Access. Indian jurisprudence on shutdowns must be seen
in aglobal human-rights context. United Nations bodies have repeatedly condemned blanket
communication cuts. In 2016, the UN Human Rights Council adopted Resolution 32/13
which “unequivocally condemnfed] measures to intentionally prevent or disrupt access to or
dissemination of information ... through the Internet.”. The UN Special Rapporteur on
freedom of opinion and expresson and human rights NGOs have emphasized that the
Internet is now a “principal means” of exercising free speech, and any government-imposed
outage must meet the srict tests of legality, necessity, and proportionality?’. The Human
Rights Committee’s General Comment No. 34 (2011) under the ICCPR likewise states that
restrictions on express on must be narrowly tailored and based on explicit legal grounds.

In Europe, the Court of Human Rights has similarly protected broad Internet access. In Ahmet
Yildirimv. Turkey (2012), the European Court struck down a sweeping block of Google Sites
by Turkish authorities. The court stressed that the Internet “has now become one of the
principal means of exercising the right to freedom of expression and information”. A blanket
injunction that shut down an entire service was found disproportionate absent a precise legal
framework and proof of necessity. The court held that “such a measure [rendering] large
amounts of information inaccessible must be conddered a direct effect on the rights of
Internet users” and requires “strict legal framework™ and “judicial review” to prevent abuse.
This echoes Bhasin’s insistence on strict legal procedure?™.

In the United States, the Firss Amendment offers robust protection to digital speech. While
there is no precedent for federal shutdowns of the Internet (the US Constitution strongly
disfavors content-based cuts), American law underscores that Internet intermediaries are
generally treated as common carriersor neutral conduits, freeto carry traffic without editorial
interference by the state. The FCC’s net-neutrality regulations (now in flux) and judiciary
have long recognized the political salience of unfiltered information flow. In practice, US
authorities have relied on less blunt methods (targeted law enforcement, national emergencies
measures) rather than nationwide blackouts. For instance, after the 9/11 attacks the US passed
the Patriot Act and FISA Amendments Act to surveil communications, but did not turn off
networks en masse. Even proposed hills or state-level measures to cut off certain content
(e.g., combatting online “censorship” by foreign actors) have raised red flags under U.S. free-
speech principles.

In sum, international norms view Internet shutdowns with extreme skepticism. UN and
European standards stress that any digital shutdown is an extraordinary measure that must be
justified by compelling evidence and procedural safeguards. India’s Bhasin and FMP
decisions arelargely in line with this global consensus, insisting on necessity, proportionality
and written judtification — the exact elements spotlighted by UN Resolutions and Court
opinions. By contrast, India’s historical practice had fallen well short. Thus, the international
perspective strengthens the argument that India’s ad hoc shutdown regime needs urgent legal
reform to meet these minimal democratic standards?®.

19 Shutting down theinternet to shut up critics. (2020, January 14). Human Rights Watch.
20 Article European court of human rights : Ahmet YildirimV Turkey

21 See supra note 20

22 See supra note 20
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The Leh-L adakh Shutdown (September—October 2025).

Facts and Government Rationale. In late September 2025, the Union Territory of Ladakh
(in the Kashmir region) again became a focal point of unrest. On September 24, violent
protests erupted in Leh digrict as demongtrators demanded Sixth Schedule tribal status and
gatehood for Ladakh. Police and paramilitary forces fired on protesters, killing four and
injuring many.?®> Amidst this “curfew-like” situation, the local administration moved to sever
mobile internet connectivity. On September 29 the Ministry of Home Affairs issued an order
(citing provisions of the Telecommunications Act, 2023 and related Temporary Suspension
Rules of 2024) to suspend all mobile data services (2G/3G/4G/5G and public Wi-Fi).in Leh
from 6:00 p.m. that day until October 3. The government stated that this drastic step was
“immediately necessary to avert public emergency and prevent incitement” after the deadly
clashes. In plain terms, authorities feared that social media and messaging apps could further
inflame tensions.

After sx days, on October 4 the administration formally announced the restoration of Internet
access, describing it as “good news” following deliberations with local groups. The shutdown
thus lasted roughly five days. The order appears to have been issued by the Didrict
Magistrate and approved by the Ladakh UT Home Secretary, as required under the new rules.
Press reports confirm that it invoked “unavoidable circumstances” and “public order” as
grounds — language consi stent with the statutory scheme?®*.

Legal Basis. Crucialy, the Leh shutdown was effected under the new telecommunications
law: the official order cites the Telecommunications Act, 2023 and the 2024 Suspension Rules
(which replaced the 2017 Rules). Under Section 20(2)(b) of the 2023 Act, the Union or State
government can suspend telecom services on grounds of public emergency or public safety,
or to prevent incitement to offences. The 2024 Rules specify that only the Home Secretary
(Union or State) or an empowered officer may make such an order, and that it must be
judtified in writing with stated reasons. In this case, the appropriate process appears to have
been followed on its face: a formal written order was issued (at |east to the service providers),
and it was publicized by media accounts. There was no legidative authorization beyond the
Act and rules— indeed no new ordinance or Act was needed because the 2023 statute already
empowered such actions.

Constitutional Analysis (Art. 19 and Art. 21). The interim shutdown posed immediate
guestions under the Indian Congtitution. First, Article 19(1)(a) guarantees freedom of speech
and expression, which the Supreme Court has expressly held to include digital
communication.?® Restricting Internet access directly curtails that freedom. Accordingly, any
suspension must satisfy Article 19(2) — it must be on a valid ground (e.g. “public order” or

23 Ganai, N. (2025, October 10). Internet services restored in Leh. The Times of India.
https://timesofindia.indiatimes.com/india/internet-services-restored-in-
leh/articleshow/124464044.cmst:~ text=After%20the%20violence%2C%20authorities¥620in,K argili%200f%20 K
argil%20Democratic%20A lliance

24 See supra note 8

25 Anuradha Bhasin Judgment on internet shutdown. See supra note 14
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“security”’) and be reasonable and proportionate. The Leh administration invoked “public
order” and “incitement” in its order (though the text uses broader “public safety”), which are
among the exceptions in Article 19(2). These citations mirror the language of the Telecom
Act rulesand Article 19. Whether they meet the constitutional requirement of immediacy and
necessity isanother matter.

Under Anuradha Bhasin, shutdowns of short duration are not per se unconstitutional, so long
as they are truly temporary and jugtifiable. Here the five-day duration appears to respect the
gatutory ceiling (15 days) and is not indefinite. The authorities would argue that in the
immediate aftermath of deadly riots it was necessary to prevent viral-rumors or panic calls
that could spark further violence. The scope was limited (to Leh digtrict) and purely mobile
data (not even affecting landline telephony or 2G voice). On its face, one could argue thisis
an exercise of lawful power to maintain order, using the least restrictive means available
given the urgency.

However, applying FMP’s logic, the key questions are: (1) Necessity — Was cutting off data
genuingly needed to restore order? (2) Proportionality — Was a wholesale shutdown the
narrowest measure, or could the state have used less restrictive options (e.g. targeted arrests
or content takedown)? (3) Reasoned Justification — Did the order articulate concrete facts to
support it, or was it vague? While government statements cited “unavoidable circumstances”
and “preventing incitement”?8, publicly available reports do not detail specific incidents of
social-media abuse or the extent of riot-mobilization on internet channels. This opagque
rational e echoes criticisms raised in other states: studies have found many Indian shutdown
orders rest on “vague apprehensions” rather than concrete evidence?’. Without transparency,
Leh’s residents have no way to assess whether the shutdown truly met a pressing emergency
ted.

From the perspective of Article 19 jurisorudence, FMP emphasized that even during a cris's,
the geographic and temporal scope of a shutdown must not exceed the minimal needs. The
Leh order did limit itself geographically to Leh (not all of UT Ladakh) and was time-bound
(five days). Those are positive signs of proportionality. Yet FMP aso insisted that the
Executive show why restrictions could not be partial; notably, in Leh the curfew on
movement had already been imposed. Could authorities have achieved their goals by policing
curfew areas and ordering specific social -media accounts removed, rather than silencing the
entire Internet? The Supreme Court in FMP asked why 4G needed to be suspended in all
digricts of J&K.?® Similarly, one could argue the Leh order should have explained why
mobile data had to be cut evenin parts of Leh that were peaceful, or why it could not be lifted
SooNe.

Article 19 also contemplates a procedural safeguard: restrictions must be by “law” and on
published orders. Here the shutdown was ordered under valid law (Telecom Act and Rules),

26 See supra note 8

27 Digital Rights Society, Unlawful Expansion of I nternet Shutdown Powersin India, Pulse (Internet Society) (May 6,
2025), https://pulse.internetsociety .org/blog/unlawful -expansion-of -internet-shutdown-powers-in-india

28 Columbia Global Freedom of Expression. (2023b, November 10). Foundation for Media Professionals v. Union Territory
of Jammu and Kashmir & Anr. - Global Freedom of Expression. Global Freedom of Expression.
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but Anuradha Bhasin requires that orders be put on record and made available to the public to
enable challenges. It is unclear whether the Leh suspension order was ever gazetted or
published beyond media reports. Without formal publication, the affected population would
struggle to litigate the order’s legality (exactly the defect Bhasin warned againgt).

Article 21 (“personal liberty and life”) has not been squarely adjudicated in the context of
brief internet blackouts, but an argument can be made that it too was engaged. The right to
life has been expansively interpreted to include a dignified existence and livelihood. Cutting
Internet service impacts education, health (e.g. telemedicine), businesses, and government
services. For instance, many government welfare schemes and healthcare regi strations now
require Internet access. The Human Rights Watch report on shutdowns documents how
suspensions left people unable to access food rations or pay wages?, affecting rights to
livelihood and food (matters connected to Article 21). In Leh’s case, five days may seem
short, but even a brief outage can harm mountain communities: farmers rely on market data
via phones, and students use online resources. Moreover, FMP petitioners had argued that at
least partial shutdowns violated health and education rights during a pandemic. By analogy,
one might say Leh’s blackout interfered with the citizens’ ability to live according to normal
congtitutional guarantees. The Court in FMP_did not explicitly invoke Article 21, but it
recognized that free flow of information is often a prerequisite to other rights.

Ultimately, the Leh shutdown’s legality under Articles 19 and 21 depends on how strictly one
applies the proportionality test. If a court were to scrutinize it, it might find that the
executive’s action was within the broad ambit of authority but fell short of the transparency
and judtification demanded by Bhasin/FMP. In any event, the episode starkly highlights the
tens on between governmental claims of emergency and the need for accountable safeguards.
As one commentator observed in a similar context, “[i]t is a trust deficit when shutdown
orders are not published and are solely based on the fear of rumours”. The Leh case
exemplifies this dilemma: security concerns loomed large, but the absence of public scrutiny
means we cannot full y assess whether the balance tipped correctly.

Critique and Proposal s for Reform. The Indian shutdown regime remainsin flux. In late 2024
the government introduced revised suspension rules that include improved safeguards (time
limits, required publication, review committees). These echo some of the Supreme Court’s
Bhasin/FMP prescriptions. Y et studies show that even the new rules have often been flouted.
Independent analysts have documented that many shutdown orders continue to cite only
generic fears (of hate speech on “social media” or similar vague language), rather than
actionable intelligence. And crucially, state governments sometimes act on cruder authority:
even where the new rules apply, states have been known to invoke emergency clauses in
CrPC or penal provisionsto justify suspens ons without following the prescribed procedure.

These practices expose the gaps in Indian statutory law. First, there is no standalone statute
that defines “internet shutdown” or sets out detailed criteria. Instead, shutdowns lie at the
intersection of telecommunications and IT law, a fragmentation Congress never fully
resolved. Thisled to unclear jurisdictional lines. For example, before the 2023 Act it was

29 See supra note 14
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arguable whether the Teegraph Act applied to all forms of Internet (fixed and mobile) or
only to voice messages. The new Telecom Act is broader, but even today a state internet
shutdown might rest on telegraph law (now telecom law) while Section 69A (central law) is
treated separately. In theory, Parliament could enact a specific “Internet Services Act” to
unify these provisions, but it has not done so.

Second, existing laws lack robust remedies for those harmed. Courts have asserted
jurisdiction (for example, Bhasin involved writ petitions), but the statutes themsel ves contain
no express appeal or remedy for shutdown victims. Contrast website-blocking under 69A
(where affected parties can appeal to a tribunal) with telecom suspensions (no smilar routeis
provided by statute; one must resort to fundamental -rights litigation). Legidative reform
could fill this gap by ensuring a clear, expedited review process (perhaps a specialized
tribunal or fast-track mechanism) for challenging shutdown orders.

Third, the criteriain law remain overbroad. The enumerated grounds (sovereignty, integrity,
public order, incitement) are sweeping. Bhasin and FMP tried to narrow them through
interpretation, but a statute should clarify that “public order” means imminent threat of
violence, that “incitement” requires clear nexus to an offense, etc. The 2024 Rules at least
require that reasons be recorded and orders be kept brief, but they do not precisely define
how “necessary” is to be shown. There should be a higher evidentiary threshold and perhaps
mandatory inter-departmental review before a shutdown.

Fourth, the human-rights safeguards need strengthening. Critics have urged that all shutdown
orders be automatically published and made available to the public and to courts without
requiring RTI petitions. One legal analysis bluntly states that “the government must make all
shutdown orders publicly acecessible...providing clear explanations for the suspension in the
regional language”. This simple reform — already partially required by current rules — would
allow citizens to know the exact legal bass of any outage. Additionally, there should be
penalties for non-compliance: if authoritiesillegally order or extend a shutdown, individuals
or companiesthat suffer losses should have a clear right to compensation or judicial relief.

Fifth, oversght must be genuinely independent. The 2017 and 2024 Rules mandated review
committees with retired judges and senior bureaucrats.®® This is a step forward, but in
practice these committees often meet well after a shutdown and lack enforcement teeth.
Reform proposals include requiring that such committees automatically stay any extension
beyond 15 days unless they affirm necessty, and that ther findings (with minutes) be
published. Some have even suggested inserting judicial pre-approval for any shutdown: akin
to the way wiretaps require magistrate sign-off, telecom shutdowns could require ex ante
judicial sanction in high-risk cases (perhaps via dedicated emergency bench). While the
courts in FMP did not expresdy mandate ajudicial review at the front end, nothing prevents
Parliament from building such a mechanisminto law to avoid ex post litigation.

Finally, broader policy measures should counterbalance the executive’s impulse to shut off
the net. Many experts advocate data-driven accountability: for example, Human Rights

30 Walig, H., Chandan, A., Chandra, S., & Goel, K. (2024b, October 14). ERGO analysi ng developments i mpacting business:
Government publishes rules for temporary suspension of tele. . . Lexology.
https://www.lexology.com/library/detail.aspx ?g=255efc06-c1a0-444d-9225-27c598340f 20#:~:text=5, Committees

WWW.NYAYAVIMARSHA.COM ALL RIGHTS ARE RESERVED WITH NYAYAVIMARSHA. 88 | Page



http://www.nyayavimarsha.com/
https://nyayavimarsha.com/detail/internet-shutdowns-in-india-legal-framework,-constitutional-challenges,-and-the-case-of-leh–ladakh-2025
https://nyayavimarsha.com/detail/internet-shutdowns-in-india-legal-framework,-constitutional-challenges,-and-the-case-of-leh–ladakh-2025

Nyayavimarsha (e-1 SSN: 3048-5134), Val-I1, I ssue 2 (July-Dec) 17" Nov 2025, published at
https.//nyayavimarsha.com/detail /i nternet-shutdowns-in-i ndia-legal -framework ,-congtituti onal -chall enges,-and-
the-case-of -1 eh-ladakh-2025 pages. 75 to 90 Title: “Internet Shutdownsin India: Legal Framework,
Constitutional Challenges, and the Case of L eh—L adakh (2025)”, Authored By: (1) Mrithunjai Sakthi Ram
(2) Irfan Ahamed; Final Year B.A.,LL.B., (Hons), Sagtra Deemed Univerdty, Tanjore, Tamil Nadu Email Id:

Watch calls for a national database of all shutdowns. This registry would log every
suspension order, its stated reason, duration, and outcomes of any review, and make the
information public. Such transparency would enable empirical analysis of shutdown
frequency and effects, pressuring authorities to justify each case. Another idea is to treat
Internet access as an essential service (similar to water or eectricity) once net penetration
reaches a certain threshold. Under this view, cutting off connectivity would require not only
high-level approval but also compensation obligations or automatic arbitration.

In addition, technological and procedural reforms can mitigate the need for future shutdowns.
Ingtead of blunt blackouts, authorities should develop targeted content moderation and fact-
checking platforms (investing in counter-misinformation networks rather than disabling the
entire medium). The private sector too has a role: social-media companies should resst
blanket filtering demands and insit on granular orders. Multi-stakeholder dialogue
(government, civil society, industry) could yield standard operating procedures that allow
authorities to address security risks without halting civilian communication — for example,
rapid DMCA-style takedown procedures for clearly unlawful content in emergencies.

In doctrinal terms, the “gap” in Indian law is the lack of explicit statutory incorporation of the
Bhasin/FMP standards. These should not remain mere judicial dicta. 1deally, Parliament
would amend the Telecom Act to require that any suspension order explicitly cite the material
facts justifying “imminent danger,” limit orders to no more than 15 days (or the maximum
needed), and automatically trigger judicial review upon issuance. Paralld amendments to the
IT Act could smilarly tighten Section 69A by clarifying that its block orders must also
satisfy a strict test (some bills-have been introduced in past sessons toward this end). In
short, India needs a comprehensive Communications Emergency Act that enshrines
accountability measures for any digital curfew.

To summarize the main reform proposals. -

Mandatory Publication and Transparency: All shutdown orders (and reviews of them)
should be published promptly, with clear reasons[33]. Victims must have timely access to
challenge orders. —

Time and Scope Limits. Entrench short duration caps in law (e.g. max 15 days, renewable
only after review), and require ordersto precisay define the affected area. —

Judicial Oversight: Introduce automatic judicia review or at least immediate remedy
options (e.g. writ jurisdiction or special tribunal) for shutdowns. Possibly a mechanism of ex
ante judicial authorization for sendtive cases. —

Clear Grounds and Evidence: Narrow “public order” and “incitement” definitions in
statute, and require factual demonstration (not just “fear of mischief”). —

Independent Review Committees: Enhance the role of multi-member committees (with
retired judges) by having them report publicly and bar continuations absent their concurrence.

Accountability and Remedies. Provide cause of action for affected userg’busnesses, and
penalties for officers who exceed their powers. If a shutdown is found unlawful, victims
should be ableto claim costs or damages. —
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Data Recording: Maintain a government database of shutdowns including detailed metadata
(duration, reasons, lost hours), to enable parliamentary or judicial scrutiny. —

Staggered Response Options. Encourage adoption of less-restrictive measures (like
bandwidth throttling or targeted URL blocking) in place of total blackouts whenever feasible.

Implementing these reforms would narrow the executive’s discretion and internalize
transparency. It would put teeth behind the Supreme Court’s requirements, which have so far
been only aspirational. It would also harmonize India’s practice with the global trend toward
treating I nternet access as a protected right rather than a brute-force control.

Conclusion. The rise of internet shutdowns in India poses fundamental legal and
congtitutional questions. On one hand, the state claims a compelling interest in maintaining
order and security; on the other, connectivity has become central to the exercise of free
speech, livelihood and life in modern India. The current patchwork of provisions (IT Act vs.
Tdegraph/Telecom Act) is ill-suited to adjudicate this tension without further clarity. The
Supreme Court has admirably begun filling the gap by insisting on narrow, time-bound,
judtified curbs. But enforcement remains weak.

The Leh-Ladakh case of September 2025 illustrates both sides: areal crissinvoked alawful -
appearing suspension under the 2023 Act, yet it aso spotlighted the opacity and potential
overbreadth of such curbs. If this shutdown were tested in court, the outcome would depend
on fine judgments of necessty and evidence — judgments that Indian statutory law should
have made more srai ghtforward.

Ultimately, robust democracy demands that digital expression be cut off only with great
caution. As the United Nations has declared, intentional Internet shutdowns “undermine and
pose a serious challenge to the enjoyment of human rights”. To honor its constitutional
commitments, India must enshrine the Bhasin/FMP principles in law: no shutdown without
legal authority, publication, strict necessity and limited duration. By embedding transparency
and judicial accountability in the shutdown regime, Parliament and the executive can narrow
overreach and prevent the erasure of citizens’ rights whenever the Internet waves are at
sorm. The legidative and policy reforms sketched above are urgent steps toward that goal —
steps that will ensure India’s shutdowns are a last resort, not a default response.
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